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Understanding Network Traffic: HTTP Packet Structure
TCP Payload: HTTP Request-Response

POST / HTTP/1.1
Host: developer.mozilla.org
User-Agent: curl/8.6.0
Accept: */*
Content-Type: application/json
Content-Length: 345

{
"data": "ABC123"
}

HTTP/1.1 403 Forbidden
Server: Apache
Date: Fri, 21 Jun 2024 12:52:39 GMT
Content-Length: 678
Content-Type: text/html
Cache-Control: no-store

<!DOCTYPE html>
<html lang="en">
(more data…)

Request Response

Start line

Headers

Empty line

Body

HTTP request (GET method)—in detail:
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Challenges in Conventional Network Traffic Analysis

1. Heuristic Feature Engineering
Traditional ML relies on hand-crafted
features.
Requires deep domain knowledge.
Features often fail to capture complex
sequential patterns.

Example: Flow Statistical Features

Category Features
Packet Size Min, Max, Mean, Std, Skewness
Inter-arrival Time Min, Max, Mean, Variance
Throughput Bytes/sec, Packets/sec
Flags Count of SYN, ACK, FIN

Labor-intensive & limited representation.

2. Encrypted Traffic (TLS/SSL)
Encryption hides the payload content.
Deep Packet Inspection (DPI) becomes
ineffective.
Pattern matching (e.g., regex for ”GET
/admin”) no longer works.

”Going Dark”: Security tools lose visibility.
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Tokenization in Network Traffic Analysis
Tokenization: Breaking down raw data (text, bytes) into smaller units (tokens) for model
processing.

NLP Example (Text)

Raw Sentence

"Hello, world!"

↓

Tokens

["Hello", ",", "world", "!"]

Network Example (Bytes)

Raw Packet (Hex)

47 45 54 20 2f 20 48 54 54 50

↓

Tokens (Sub-words/Bytes)

["GET", " ", "/", " ", "HTTP"]

Problem: However, this simple tokenization is often not a viable solution considering various network
protocols (e.g., binary, encrypted, or unknown structures).
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Abstract
Network tra!c analysis is a critical research area, playing an essen-
tial role in enhancing network security and ensuring high-quality
network services. Existing methods, which primarily rely on a
single modality, face two signi"cant limitations. First, while exist-
ing approaches may achieve strong performance in speci"c tasks,
they often lack su!cient adaptability for diverse tasks. Second,
existing pre-trained models are only trained with GB-scale tra!c,
with which increases the risk of over-"tting and limiting the mod-
els’ overall performance. To address these challenges, we propose
MM4flow, a pre-trained multi-modal model designed for versa-
tile network tra!c analysis. We divide network #ows into two
modalities: raw byte streams and transmission patterns, which
encapsulate the content and behavior information, respectively.
MM4flow is composed of two key stages: uni-modal pre-training
and multi-modal "ne-tuning. We develop an e!cient data collec-
tion scheme enabling TB-scale tra!c pre-training. Leveraging a
real-world tra!c that exceeds 70 TB,MM4flow conducts uni-modal
pre-training on each modality with a modi"ed BERT architecture
tailored for network #ows. For speci"c downstream tasks, we intro-
duce a modal fusion module based on cross-attention mechanisms.
The fusion module facilitates e$ective integration of multi-modal
information, enablingMM4flow to fully utilize both content and
behavior cues during "ne-tuning with minimal labeled dataset. We
evaluateMM4flow on six public datasets covering six various tasks.
Extensive experiments demonstrate that MM4flow achieves su-
perior accuracy than baselines. Especially, compared to existing
pre-trained models, MM4flow achieves an 84% improvement in
accuracy for website identi"cation under encrypted tunnels. More-
over, the pre-trainedMM4flow signi"cantly reduces the reliance
on high-quality labeled training data for downstream tasks.
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1 Introduction
Network tra!c an alysis is  cr itical to  ne twork management and 
cybersecurity. Over the past decade, the widespread adoption of 
encryption technologies has rendered traditional network tra!c 
analysis methods, such as port "ltering [32] and Deep Packet Inspec-
tion (DPI) [11, 56], inadequate for analyzing encrypted tra!c [65]. 
Machine learning (ML) driven network tra!c analysis is the new 
trend of understanding the complex network tra!c. Traditional ML-
based methods [7–9, 50, 69, 81] heavily rely on expert knowledge to 
select arti"cial features. Deep learning (DL) based [45, 66, 75, 76, 79] 
approaches avoid complex feature engineering by automatically 
extracting features from raw network tra!c through representation 
learning. Yet, these approaches typically require large amounts of 
high-quality labeled data, as low-quality training data can introduce 
biases into the model, impeding their adaptability to real-world 
network environments [73].

The pre-training paradigm is a promising methodology to ad-
dress the challenge of limited labeled data in practice. The model 
undergo self-supervised pre-training on extensive unlabeled data to 
learn general knowledge, and then utilizes a small amount of labeled 
data to learn task-speci"c knowledge by s upervised "ne-tuning 
(SFT). Our community has proposed several pre-trained models 
[27, 29, 43, 73, 89, 93] for network tra!c identi"cation. However, 
existing approaches have two key limitations.

• Weakness on Multi-tasking. Existing pre-trained models fo-
cus solely on modeling raw byte streams and do not consider
transmission patterns, resulting in poor performance on certain
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Introduction: Context & Problem Statement
What is this paper about?

1 A Pre-trained Multi-modal Model designed for versatile network traffic analysis.
2 Leveraging Massive Unlabeled Data (TB-scale) to learn universal traffic representations.

Limitations of Existing Methods
Uni-modal Constraints: Byte-based models fail on encrypted tunnels (Acc ≈ 0.05) due
to randomized payloads; Statistical models lack content granularity.
Insufficient General Knowledge: Reliance on small, specific public datasets leads to
poor generalization and potential bias.

Problem Statement

How can we effectively fuse multi-modal information (Content + Behavior) from massive
real-world traffic to solve the ”Going Dark” problem in encrypted traffic analysis?
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The Proposed Approach: MM4flow

Multi-modal Modeling
Raw Byte Stream: Captures static
content info (IP/TCP Headers Payload).
Transmission Pattern: Captures
dynamic behavior (Packet Lengths +
Direction).

Two-Stage Learning
Uni-modal Pre-training (on 77.6 TB
data)
Multi-modal Fusion (via Cross-Attention
mechanism)

CCS ’25, October 13–17, 2025, Taipei Luming Yang et al.

tasks. They achieve only about 0.05 accuracy on the identi!ca-
tion task of encrypted tunnel website tra"c (see § 4), as these
tasks rely on side-channel information such as packet length,
direction, and ordering, with almost no byte pattern available.
Their inability to e#ectively utilize the multi-modal information
of network $ows restricts their capacity for multi-tasking.

• Insu!cient General Knowledge. Existing pre-trained mod-
els typically rely on publicly available datasets designed for
speci!c tasks, which frequently lack su"cient diversity. Conse-
quently, the models may fail to acquire adequate knowledge of
general network tra"c patterns during the pre-training process,
resulting in limited generalization capabilities. Furthermore, in-
herent biases within the public datasets can lead to the training
bias, thereby undermining the fairness of the models.
In this paper, we propose a Multi-Modal pre-training model

for network "ow (named MM4flow1), which serves as a versatile
approach for network tra"c analysis. By pre-training on massive
unlabeled network $ow data from di#erent modalities, the model is
able to learn general knowledge of network $ows automatically. We
designed an e"cient real-time tra"c data collection scheme, which
makes it possible for model pre-training on TB-scale network tra"c.
Notably, we processed approximately 77.6 TB of real-world tra"c
data at a network gateway for pre-training, which signi!cantly
exceeds that of existing pre-trained models for network tra"c
analysis (as shown in Table 1). For speci!c downstream tasks, we
developed a multi-modal fusion module and then !ne-tuned the
pre-trained parameters accordingly. This process enables the full
utilization of themulti-modal information in network $ows, thereby
enhancing analysis accuracy and signi!cantly reducing the need
for high-quality labeled data for supervised training.

The key contributions of this paper are as follows:
(1) We design a pre-trained multi-modal model for network tra"c

analysis namedMM4flow to obtain versatile representations for
enhancing multi-tasking capability. We divide network $ows
into two modalities, i.e., raw byte streams and transmission
pattern, which contain the content information and behavior
information of network $ows, respectively.

(2) We develop an e"cient data collection scheme, making TB-scale
tra"c pre-training possible. To fully extract the information,
we !rst perform the uni-modal pre-training on the unlabeled
tra"c, and then achieve the modal fusion using cross-attention
mechanism on the downstream task. By pre-training and !ne-
tuning, the model can accomplish a variety of network tra"c
analysis tasks with great performance.

(3) We conducted thorough experiments on six public datasets for
di#erent downstream tasks. Experimental results demonstrate
that our approach can achieve higher identi!cation accuracy
than baselines. Compared to existing pre-trained models, our
approach achieves an 84% improvement in accuracy for website
identi!cation under encrypted tunnel. In addition, our approach
requires less labeled data for supervised training to achieve the
same level of accuracy, which proves its superior generalization.
The remainder of this paper is organized as follows. In Section 2,

we introduces the background and our motivation. In Section 3, we
introduces the design details of MM4flow. Then, we evaluate the
1The source code is available at https://github.com/Shangshu-LAB/MM4$ow

Figure 1: A network "ow can mainly be represented by two
modalities, raw byte stream and transmission pattern.

e#ectiveness of the proposed approaches through a set of experi-
ments in Section 4. Discussions about our approach are presented
in Section 5. We give a review of related work in Section 6. Finally,
Section 7 concludes the paper and discusses future works.

2 Background and Motivation
In this section, we introduce the multi-modal of network $ows, and
then explain our motivation in detail.

2.1 Multi-modal of Network Flows
A network $ow, identi!ed by a !ve-tuple (srcIP, srcport, dstIP,
dstport, and protocol), representing a collection of bidirectional
packets between the client (srcIP, srcPort) and the server (dstIP,
dstPort) via a certain network protocol (such as TCP and UDP).
Network $ow is heterogeneous data with multiple modalities, as
depicted in Figure 1. Raw byte streams and transmission pattern are
two important modalities. For network $ows, speci!cally, raw byte
streams represent the content information, while the transmission
pattern re$ects the underlying behavioral information.

• Raw Byte Stream: This modality refers to the sequence of bytes
contained in the packets of the network $ow. A network packet
consists of both headers and payload. The bytes transmitted
determines the functionality of a network $ow Due to the error
correction and check mechanisms inherent in protocols, the raw
byte stream represents a static characteristic of the network $ow.

• Transmission Pattern: The transmission pattern (also known
as behavioral information) represents all the side-channel infor-
mation of a network $ow besides the actual transmitted bytes,
such as packet length, direction, and timestamp. For encrypted
tra"c analysis, extracting behavioral information is critical due
to limited byte patterns contained in the packet payload. Due to
$uctuations in the network environment, the packet transmis-
sion is susceptible to network noise, such as packet loss, retrans-
mission, and disordering. Therefore, the transmission pattern
belongs to the dynamic characteristic.

Considering the bias caused by strong identi!cation !elds in
headers [1–4] and the instability of timing-related information [15],
in MM4flow, we choose payload byte stream and packet length
sequence to represent the modality of raw byte stream and trans-
mission pattern, respectively. Details will be introduced in § 3.
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Key Contributions

1 Novel Framework: The first pre-trained model to integrate Byte and Pattern modalities
for versatile analysis.

2 Scale: Developed an efficient collecting scheme, utilizing 77.6 TB of real-world traffic for
pre-training (vs. typical GB-scale datasets).

3 Performance: Demonstrated state-of-the-art results (e.g., +84% accuracy in encrypted
tunnel website identification) and superior few-shot generalization.

Summary

MM4flow effectively bridges the gap between content and behavior, enabling robust
analysis even under heavy encryption.

Seonghoon Jeong MM4flow: A Pre-trained Multi-modal Model for Versatile Network Traffic AnalysisJanuary 30, 2026 9 / 36



Preliminaries: network traffic analysis; and the motivation Paper Analysis: MM4flow Background & Motivation System Design Evaluation Discussion

Comparison of Pre-training Data Scale
MM4flow: A Pre-trained Multi-modal Model for Versatile Network Tra!ic Analysis CCS ’25, October 13–17, 2025, Taipei

Table 1: The pre-training data comparison with prior pre-trained models for network tra!c analysis.

Year Work Model
Params

PCAP
Size

Sample-size
→ Epochs The source of pre-training data Sim. **

PT&SFT

2022 ET-BERT [43] 132.19M 30GB (1.6M)* ISCXVPN [22], CIC-IDS2017 [60], CSTNET
2023 YaTC [89] 1.86M — (76.8M)* ISCXVPN [22], ISCXTor [36], USTC-TFC2016 [76], CICIoT2022 [17]
2023 Flow-MAE [27] 85.12M 57.34GB 3.86M→800 CSE-CIC-IDS2018 [60]
2024 NetMamba [73] 1.86M 77.6GB (19.2M)* ISCXVPN [22], ISCXTor [36], USTC-TFC2016 [76], CICIoT2022 [17], CrossPlantform [71]
2025 Tra!cFormer [93] 132.14M 18.8GB 0.6M→160 ISCXVPN [22], CICMalAnal2017 [37], Browser [70]

MM4flow 174.40M 77.6TB 465M→2 Real-world Tra!c from a Network Gateway
* The sample size of the pre-training data is not mentioned in the paper. Thus we can only estimate it based on batch-size → training-steps = sample-size → epochs, which is
the product of the pre-training dataset size and epochs.

** It indicates the similarity (Smi.) between datasets used for supervised "ne-tuning (SFT) and the pre-training (PT) data, where > > > > .

Note: In this paper, the term "payload" speci!cally refers to the trans-
port layer payload, while "header" includes only data link layer, net-
work layer, and transport layer. Consequently, TLS protocol !elds and
HTTP headers are part of payload rather than header.

2.2 Motivations
Existing pre-trained models rely solely on the raw byte stream
information of network #ows, which results in satisfactory per-
formance on tasks with prominent byte-level characteristics, such
as application tra!c identi"cation. However, their performance is
suboptimal for tasks with obfuscated byte-level information, such
as tunneled tra!c. Designing a network tra!c pre-trained model
for multi-tasking remains a challenging problem that has perplexed
our community.

Existing pre-trained models are limited by the restricted combi-
nation of public datasets for pre-training, leading to two key issues.
First, signi"cant data distribution bias cannot re#ect the diversity
of real-world network tra!c. This is because public datasets are
often constructed for a speci"c task. Second, small pre-training
datasets result in insu!cient model pre-training. Moreover, the
current approaches to processing pre-training data are not scalable
to handle the massive volumes of real-world tra!c. They typically
split stored raw network tra!c into numerous single-#ow PCAP
"les by SplitCap2 followed by packet-level parsing using tools like
Scapy3. It incurs substantial storage and processing overhead.

3 Design Details
In this section, we "rst outline the design goal, challenges, and
solutions of MM4flow, followed by the overview and design details.
Goal: The primary goal is to e!ciently and comprehensively lever-
age the multi-modal information of network #ows and the vast
amounts of unlabeled network tra!c data to learn the general
knowledge of network #ows, thereby enhancing the performance
of downstream analysis tasks.
Challenges:Many studies [12, 13, 26, 31, 39, 74, 77, 82] have shown
that the training process of multi-modal models is prone to modality
biases. Packet header may introduce biases related to the network
setting [1–4], and packet interval time typically exhibits instability
[15]. Additionally, pre-training on large-scale and diverse network
tra!c further requires e!cient processing techniques to handle
such data. The key challenge lies in how to e!ciently leverage the
diverse and massive unlabeled network tra!c while fully utilizing

2https://www.netresec.com/index.ashx?page=SplitCap
3https://scapy.net

the multi-modal information of network #ows without training
biases, in order to e$ectively extract valuable information for down-
stream analysis tasks.
Solutions: To address the aforementioned challenges, we utilize
the payload byte streams and packet length sequences to repre-
sent network #ows, thereby avoiding network setting bias and
instability of packet time. We construct the pre-training dataset
by real-time capturing packet length sequences and payload byte
streams of network #ows by Zeek [83], which mitigates the storage
and parsing overhead during processing large-scale network tra!c.
By uni-modal pre-training, we enable the model to thoroughly learn
the semantic information of payload byte streams and packet length
sequences, while avoiding modality bias in the pre-training phase.
In the "ne-tuning phase, we design a modal fusion module based
on cross-attention mechanism to fully leverage the multi-modal
information of network #ows for downstream tasks.

3.1 Overview
As shown in Figure 2, MM4flow employs the “pre-training + "ne-
tuning” paradigm for network tra!c analysis. During the pre-
training process, the model learns generalizable knowledge from
large-scale unlabeled tra!c data. Afterwards, the pre-trained model
can be "ne-tuned for various downstream analysis tasks, such as ap-
plication tra!c classi"cation and malicious tra!c detection. Specif-
ically, MM4flow is composed of the following four components:

(1) Data Collection e!ciently processes TB-scale unlabeled net-
work tra!c, and construct the multi-modal pre-training dataset.

(2) Tokenization converts network #ows with two modalities
(payload byte streams and packet length sequences) into token
sequences as the model’s input.

(3) Uni-modal Pre-training relies on large-scale unlabeled data
to train separate models for each of the two modalities. This
stage enables e$ective representation learning of the uni-modal
network tra!c information.

(4) Multi-modal Fine-tuning performs supervised "ne-tuning
(SFT) on a small set of labeled dataset regarding speci"c down-
stream tasks. This stage integrates information from bothmodal-
ities to enhance the model’s performance.

3.2 Data Collection
To make TB-scale tra!c pre-training possible, we developed an
e!cient data collection scheme based on Zeek [83] (formerly Bro
[10, 53]), an open-source tool for network security monitoring.
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MM4flow utilizes 77.6 TB of real-world traffic.
Significant scale advantage over previous SOTA models (typically < 100 GB).
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2.1 Multi-modal Nature of Network Flows

Network flows are inherently multi-modal, consisting of:
Content Information (Raw Byte Stream):

Sequence of bytes in packets (Headers + Payload).
Static Characteristic: Determined by protocols and application data.

Behavior Information (Transmission Pattern):
Side-channel info: Packet length, direction, inter-arrival time.
Dynamic Characteristic: Affected by network conditions (loss, reorder).

Design Choice in MM4flow:
Byte Stream Modality: Payload bytes (excluding specific header fields like IPs to avoid
bias).
Transmission Pattern Modality: Sequence of packet lengths (+/- for direction).
Excluded: Packet timestamps (too unstable).
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2.2 Motivation: Why Traditional Methods Fail?

Limitation 1: Uni-modal approaches are insufficient.

Byte-only Models

Great for unencrypted traffic.
Fail on Encrypted Tunnels:
Payload is randomized; no byte
patterns.

Pattern-only Models

Good for encryption.
Weak on Complex Apps: Misses
fine-grained content distinctions.

Limitation 2: Data Scale & Bias in Pre-training
Existing pre-trained models use public datasets (GB-scale).
Problems:

1 Scale: Insufficient for learning general patterns.
2 Bias: Public datasets have specific artifacts (e.g., lab environment IPs).
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3.1 MM4flow Overview

4-Stage Pipeline:
1 Data Collection: Real-time capture of massive unlabeled traffic.
2 Tokenization: Converting flows to tokens (Bytes & Lengths).
3 Uni-modal Pre-training: Two BERT models learning separately (Masked Modeling).
4 Multi-modal Fine-tuning: Fusing knowledge for specific tasks.

1. Data Collection 2. Tokenization 3. Uni-modal Pre-training 4. Multi-modal Fine-tuning
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3.1 Overview Architecture
CCS ’25, October 13–17, 2025, Taipei Luming Yang et al.

Figure 2: The overview of MM4flow. It consists of four modules: (1) data collection, (2) tokenization, (3) uni-modal pre-training,
and (4) multi-modal !ne-tuning. BERT-bytes and BERT-ps are applied to represent two modalities of network "ows, that is, the
payload byte stream (raw byte stream) and packet length sequence (transmission pattern), respectively.

Figure 3: At the network gateway, it is the the architecture
for real-time network tra#c capture, whose con!guration
primarily consists of port mirroring and the Zeek cluster.

As show in Figure 3, the architecture of our scheme is composed
of two device: switch and monitor. On the switch at the network
gateway, we con!gured port mirroring to replicate packets within
the local network to a designated capture port. The capture port
was connected to the monitor. On the monitor, we deployed a Zeek
cluster for tra"c sni"ng and parsing. Zeek cluster is a set of work-
ers jointly analyzing the tra"c of a network link in a coordinated
fashion. As Zeek is not multi-threaded, the only option currently is
to spread the workload across many cores by the frontend once the
limitations of a single processor core are reached. The worker sni#s
network packets and does protocol analysis on the reassembled
network $ow. We also developed two Zeek plugins (ps.zeek and
bytes.zeek) to record the packet length sequence and payload
byte stream for each network $ow, respectively. They are employed
by every workers in the cluster. The manager receives log messages
and notices from the rest of the nodes in the cluster.

We collected a large amount of tra"c on network gateway over
a week for pre-training, which correspond to about 77.6 TB pcap.
Existing methods [43, 73, 89, 93] require about 79 TB of storage

space and 1,540 hours to perform $ow spliting, followed by pars-
ing $ow !les. In contrast, our scheme stores raw log !les at only
475.3GB, reducing the storage overhead to 0.6%. Furthermore, our
tra"c parsing is performed in real-time, avoiding o#-line parsing.

Since "mouse $ows" are too short to provide signi!cant behavior
information on packet-length sequences, we discarded $ows con-
taining fewer than 5 packets with non-zero transport layer payloads.
Finally, there are a total of 465M network $ows after processing.

3.3 Tokenization
In this module, we convert network $ows into token sequences
of two modalities, i.e., payload byte streams and packet length
sequences. It transforms network $ows into the model’s input.

We introduce 5 special tokens ([CLS], [SEP], [PAD], [MASK],
and [UNK]), which are applied for both payload byte stream and
packet length sequence. [CLS] is pre!xed to indicate the beginning
of the sequence, [SEP] separates sequences. As the model requires
!xed-length input, sequences with insu"cient length are padded
with [PAD], which are subsequently masked within the model to
prevent them from a#ecting the representation of overall sequence.
[MASK] is used for replacing masked tokens, and [UNK] represents
unknown tokens for the corpus.
Payload Byte Stream.We apply the !rst 256 bytes of transport
layer payload each in the uplink and downlink (512 bytes in total) to
represent the raw byte stream of network $ows. The packet headers
contain many !elds correlated with network settings. Some of these
!elds (such as IP address, Port, Sequence/Acknowledgment number,
and Window) can introduce large biases in model training, leading
to incorrect causal reasoning [1–4]. Therefore, we only utilize the
transport layer payload and remove these header !elds in raw byte
streams. Many studies [7, 8, 75, 76, 82] indicate that the initial
several packets of network $ows play a more signi!cant role in
analysis, especially for encrypted tra"c. Therefore, we utilize the
initial bytes instead of other segments, as they typically contain
more information contributing to the analysis. In a network $ow,
uplink and downlink payloads are respectively generated by the
client and the server, and often serve distinct functions [82]. Thus
both directions should be considered for input sequences.
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Figure 2: The overview of MM4flow. It consists of four modules: (1) data collection, (2) tokenization, (3) uni-modal pre-training,
and (4) multi-modal !ne-tuning. BERT-bytes and BERT-ps are applied to represent two modalities of network "ows, that is, the
payload byte stream (raw byte stream) and packet length sequence (transmission pattern), respectively.

Figure 3: At the network gateway, it is the the architecture
for real-time network tra#c capture, whose con!guration
primarily consists of port mirroring and the Zeek cluster.

As show in Figure 3, the architecture of our scheme is composed
of two device: switch and monitor. On the switch at the network
gateway, we con!gured port mirroring to replicate packets within
the local network to a designated capture port. The capture port
was connected to the monitor. On the monitor, we deployed a Zeek
cluster for tra"c sni"ng and parsing. Zeek cluster is a set of work-
ers jointly analyzing the tra"c of a network link in a coordinated
fashion. As Zeek is not multi-threaded, the only option currently is
to spread the workload across many cores by the frontend once the
limitations of a single processor core are reached. The worker sni#s
network packets and does protocol analysis on the reassembled
network $ow. We also developed two Zeek plugins (ps.zeek and
bytes.zeek) to record the packet length sequence and payload
byte stream for each network $ow, respectively. They are employed
by every workers in the cluster. The manager receives log messages
and notices from the rest of the nodes in the cluster.

We collected a large amount of tra"c on network gateway over
a week for pre-training, which correspond to about 77.6 TB pcap.
Existing methods [43, 73, 89, 93] require about 79 TB of storage

space and 1,540 hours to perform $ow spliting, followed by pars-
ing $ow !les. In contrast, our scheme stores raw log !les at only
475.3GB, reducing the storage overhead to 0.6%. Furthermore, our
tra"c parsing is performed in real-time, avoiding o#-line parsing.

Since "mouse $ows" are too short to provide signi!cant behavior
information on packet-length sequences, we discarded $ows con-
taining fewer than 5 packets with non-zero transport layer payloads.
Finally, there are a total of 465M network $ows after processing.

3.3 Tokenization
In this module, we convert network $ows into token sequences
of two modalities, i.e., payload byte streams and packet length
sequences. It transforms network $ows into the model’s input.

We introduce 5 special tokens ([CLS], [SEP], [PAD], [MASK],
and [UNK]), which are applied for both payload byte stream and
packet length sequence. [CLS] is pre!xed to indicate the beginning
of the sequence, [SEP] separates sequences. As the model requires
!xed-length input, sequences with insu"cient length are padded
with [PAD], which are subsequently masked within the model to
prevent them from a#ecting the representation of overall sequence.
[MASK] is used for replacing masked tokens, and [UNK] represents
unknown tokens for the corpus.
Payload Byte Stream.We apply the !rst 256 bytes of transport
layer payload each in the uplink and downlink (512 bytes in total) to
represent the raw byte stream of network $ows. The packet headers
contain many !elds correlated with network settings. Some of these
!elds (such as IP address, Port, Sequence/Acknowledgment number,
and Window) can introduce large biases in model training, leading
to incorrect causal reasoning [1–4]. Therefore, we only utilize the
transport layer payload and remove these header !elds in raw byte
streams. Many studies [7, 8, 75, 76, 82] indicate that the initial
several packets of network $ows play a more signi!cant role in
analysis, especially for encrypted tra"c. Therefore, we utilize the
initial bytes instead of other segments, as they typically contain
more information contributing to the analysis. In a network $ow,
uplink and downlink payloads are respectively generated by the
client and the server, and often serve distinct functions [82]. Thus
both directions should be considered for input sequences.
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Novelty: Real-time efficient collection Scheme
Tool: Zeek (Network Security Monitor).
Method: Custom plugins ( ps.zeek ,
bytes.zeek ) to extract features directly.
Benefit: Avoids storing massive PCAP files
(Storage reduced to 0.6%).
Scale:

Collected 77.6 TB of real-world traffic.
465 Million network flows after filtering.
Significantly larger than prior works (typically
30GB).
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Figure 4: Two types of tokenization for raw byte streams.
For 2-gram tokenization applied by [29, 43, 93], the masked
token is simply a combination of the preceding token’s low
byte and the succeeding token’s high byte. It is determined
by the tokenization itself and has nothing to do with seman-
tic information. For instance, between 06D6 and 0100, the
masked token will inevitably be D601. In contrast, byte to-
kenization requires comprehensive contextual analysis to
predict masked tokens, making it more challenging.

We directly utilize hexadecimal values of each byte as tokens,
thereby achieving tokenization of payload byte streams. In addition,
we employ [SEP] to separate the uplink and downlink payload.
Remark: Existing pre-trained models [29, 43, 93] for network tra!c
often tokenize the raw byte stream using 2-gram, as shown in Figure 4.
For the Masked Language Modeling (MLM) task during pre-training,
the masked token can be directly inferred from their preceding and
succeeding tokens without mining its relationship to other parts of the
byte stream. As a result, the 2-gram tokenization makes the model
almost unable to learn the semantic information of bibyte tokens
e"ectively. In contrast, a comprehensive analysis of the byte stream
context is required to predict the masked token for byte tokenization.
This process enables the model to learn the semantic information of
raw byte streams. Therefore, it makes sense to apply byte tokenization.
Packet Length Sequence.We apply packet length sequence to rep-
resent the transmission pattern modality of network !ows. Many
studies [15, 61, 62] consider that packet time is prone to be a"ected
by the !uctuation of the network environment and thus is not as
stable as packet length. Using dynamic time warping to align di"er-
ent time sequences [24] results in extremely heavy time overhead.
To mitigate the adverse impact of functional packets (e.g., SYN
packets and ACK packets), packets without transport layer payload
are excluded in the packet length sequence.

For the packet length, its absolute value is the length of the
transport layer payload, while its sign indicates the direction of the
packet in the network !ow. We de#ne that the uplink packet length
is positive, while the downlink packet length is negative. For the
tokenization of packet length sequences, we utilize packet lengths
with direction directly as tokens.

3.4 Uni-modal Structure and Pre-training
In MM4flow, we design two sub-models to represent information
from the two modalities of network tra$c, respectively. Speci#cally,

BERT-bytes is for payload byte streams while BERT-ps is for packet
length sequences. Using multiple inputs simultaneously to train
multi-modal models is intuitively advantageous but practically chal-
lenging [30, 86]. A key challenge is modality bias [12, 26, 31, 74, 77],
where a network overly relies on one modality and ignores others
during joint training. This issue occurs not only in multi-modal
classi#ers but also in multi-modal pre-trained models [13, 39]. For
network tra$c analysis, existing research [82] indicates that pay-
load byte streams are easier-to-learn modality than packet length
sequences. Ideally, models are expected to learn multi-modal fea-
tures on the basis of enough uni-modal features [23]. Tomitigate the
insu$cient extraction of information due to potential interference
between modalities, we only conduct the uni-modal pre-training
for two sub-models.
Byte Embedding. It consists of three parts, token embedding,
position embedding, and type embedding. The purpose is to map
each byte token in payload byte stream to a Euclidean space, thereby
representing its semantic information in the form of a vector with
#xed-length for easy machine processing.

The token embedding is the basis for byte embedding, whose
vocabulary contains 0x00-0xFF and 5 special tokens. In the load of
packets, the semantics represented by the same bytes in di"erent
locations can vary signi#cantly. Consequently, within the payload
byte stream, we also set positional encoding for each token to inte-
grate positional information into the representation. Additionally,
to represent the di"erent functions of uplink and downlink !ows,
we also introduce token type encoding. We set the token type of
uplink and downlink !ows as 0 and 1, respectively.

Finally, these three parts of byte embedding are all achieved by
embedding layers with learnable parameters. The results of each
part are added up and then fed into BERT-bytes. For a byte token
at position 𝐿 , its embedding result can be expressed as follows:

𝜴𝐿byte = 𝜴byte + 𝜴𝐿pos + 𝜴type, (1)

where its token embedding, positional encoding, and type encoding
are represented as 𝜴byte, 𝜴𝐿pos, and 𝜴type, respectively.
Packet Length Embedding. It map each packet length token to
Euclidean space, thereby representing the semantic information
by #xed-length vector. Packet Length Embedding consists of two
parts, token embedding and position embedding.

The vocabulary of its token embedding contains 1-1500 packet
length with 2 directions and 5 special tokens. In a network !ow,
the same packet length value has di"erent semantic information at
di"erent positions. Considering these positional information, we
set the position encoding for each token.

Similar to byte embedding, these parts are also achieved by
embedding layers, and then added up before being fed into BERT-
ps. As a result, for a packet length token at position 𝐿 , its embedding
result can be expressed as follows:

𝜴𝐿pl = 𝜴pl + 𝜴𝐿pos, (2)

where its packet length embedding and positional encoding are
represented as 𝜴pl and 𝜴𝐿pos, respectively.
Uni-modal Structure. InMM4flow, both BERT-bytes and BERT-
ps are developed based on Bi-directional Transformer Encoder to
represent payload byte stream and packet length sequence.
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Fig 4. Byte vs. 2-gram Tokenization.

Limitation of 2-gram Tokens:
MLM becomes a ”deterministic” puzzle (e.g.,
06 D6 [MASK] 01 00 → [MASK] is
D6 01 ).

Model fails to learn deep semantics.

Advantage of One-Byte Tokens:
Forces model to perform comprehensive
contextual analysis.
Effectively captures the semantic information
of raw byte streams.
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3.3.1 Payload Byte Stream

1. Data Collection 2. Tokenization 3. Uni-modal Pre-training 4. Multi-modal Fine-tuning

Double-Directional Input
Total: 512 Bytes per flow.
Structure: First 256 bytes from Uplink
+ First 256 bytes from Downlink.
Why?: Client and Server typically serve
distinct functions (e.g., HTTP GET vs.
Response).
Modality: Only Transport Layer
Payload (excluding L3/L4 headers).

Client Server

256B (Uplink)

256B (Downlink)

U1...U256⏟⏟⏟⏟⏟
Type 0

[SEP] D1...D256⏟⏟⏟⏟⏟
Type 1
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3.3.2 Packet Length Sequence

1. Data Collection 2. Tokenization 3. Uni-modal Pre-training 4. Multi-modal Fine-tuning

Capturing Behavior (Transmission
Pattern)

Modality: Sequence of packet payload
lengths.
Input: First 256 packets of the flow.
Logic:

Positive (+): Uplink data.
Negative (−): Downlink data.

Filtering: Exclude functional packets
(e.g., SYN, ACK with no payload) to
focus on data transfer.

1 [CLS] +140 -200 +50 -512 ... [SEP]

Note: Packet length is more stable than
inter-arrival time against network jitter.
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A Implementation
In the proposed MM4flow, sub-models for both modalities (BERT-
ps and BERT-bytes) follow an encoder-only architecture, which is
similar to BERT [21]. We adopt the hyper-parameter settings of
the BERT-base as a reference for each sub-model. The detail about
sub-models and their pre-training are illustrated in Table 4.

Table 4: The hyper-parameter setting of MM4flow.

MM4flow BERT
-bytes

BERT
-ps Pre-Training

Vocabulary Size 261* 3005** Batch Size 128
Max Length 512 256 Learning Rate 2.00E-05
Hidden Size 768 Optimizer AdamW [46]
Hidden Layers 12 Epochs 2
Attention Heads 12 Steps 908K
Intermediate Size 3072
* It contains 256 byte values (0x00-0xFF) and 5 special tokens.
** It contains 1-1500 packet length with 2 directions and 5 special
tokens.

*** The special tokens applied by both BERT-ps and BERT-bytes
include [CLS], [UNK], [SEP], [MASK], and [PAD].

B Baselines
Most of the existing approaches rely on uni-modality. In this paper,
we select 11 existing works as baselines, including 6 approaches
based on payload byte stream (raw byte stream) and 5 approaches
based on packet length sequence (transmission pattern).

As for payload-byte-stream-based baselines, the basic algorithms
they applied include deep learning and pre-training. These baseline
existing works are as follows:
• CNN [75]: It takes byte streams of network #ows as sequences
and applied representation learning based on one-dimensional
CNN for tra"c classi!cation.

• EBSNN [80]: It employed RNN structure and hierarchical at-
tention networks to jointly learn the high-level presentation
from byte sequence and side-channel features.

• ET-BERT [43]: It is a Transformer-based method, which treat
network #ow representation extraction as an NLP task for pre-
training, and then !ne-tune the classifer with limited labeled
data. Its fundamental structure is BERT.

• YaTC [89]: It is a multi-level #ow representation method and
applied masked autoencoder (MAE) for pre-training. It formats
the raw byte stream of network #ows as images (matrixes).
Speci!c tasks is achieved by subsequently !ne-tuning with
limited labeled data.

• NetMamba [73]: It is a pre-training-based method, which em-
ployed unidirectional Mamba architecture to extract informa-
tion of network #ows rather than Transformers.

• Tra!cFormer [93]: It is a an e"cient pre-trainingmodel based
on Transformer architecture, which introduces a !ne-grained
multi-classi!cation task during pre-training to enhance the
representation capabilities of tra"c data.
As for packet-length-sequence-based baselines, the basic algo-

rithms they applied include traditional machine learning and deep
learning. These baseline existing works are as follows:
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Vocabulary Size (Vocab Size):
BERT-bytes: 261

256 values (0x00-0xFF) + 5 Special Tokens.
BERT-ps: 3005

Packet Lengths: 1 to 1500 (MTU limit).
Directional: 1500 (Uplink) + 1500
(Downlink) + 5 Special Tokens.
Larger space → Sparse representation.

Max Position Embeddings (Max Len):
Both fixed at 512.
Bytes: Cover 512 bytes payload.
Packet Sequence: Covers sequence of 512
packets (truncated/padded if needed).Seonghoon Jeong MM4flow: A Pre-trained Multi-modal Model for Versatile Network Traffic AnalysisJanuary 30, 2026 19 / 36
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3.4 Uni-modal Pre-training
1. Data Collection 2. Tokenization 3. Uni-modal Pre-training 4. Multi-modal Fine-tuning

Two independent BERT models are trained.

BERT-bytes

Content Semantics

Predict [MASK]

BERT-ps

Traffic Behavior

Predict [MASK]

Objective: Masked Language Modeling (MLM).
Avoids ”Modality Modality”.

Embedding Definition:

𝑒byte
𝑖 = 𝑒byte + 𝑒pos

𝑖 + 𝑒type (1)
𝑒pl

𝑖 = 𝑒pl + 𝑒pos
𝑖 (2)

(1) Byte Embedding: Token + Position + Type
(𝑒type ∈ {0, 1}, representing Up/Downlink)
(2) Packet Length Embedding: Token + Position
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Figure 5: The schematic diagram of Masked Language Model-
ing (MLM), based on which the pre-training of BERT-ps and
BERT-bytes can be achieved.

There are two types of architecture that utilize Transformer
structure: Encoder-Only (such as BERT [21]) and Decoder-Only
(such as GPT [55]). Encoder-Only architecture employs a fullymulti-
head attention mechanism, allowing each token to consider both
previous and subsequent tokens, which makes it well-suited for
comprehension tasks. On the contrary, Decoder-Only architecture
is designed for generative tasks, utilizing a masked multi-head
attention mechanism that restricts each token’s attention to only
the previous tokens. Given that network tra!c analysis prioritizes
the understanding of network "ows rather than generation, the
Encoder-Only architecture is a more suitable choice.

In addition, for both payload byte stream and packet length
sequence, the output vector of the model corresponding to [CLS]
is typically regarded as the representation of the entire sequence.
Pre-training. The purpose of pre-training is to enable the model
to learn the underlying structure and common patterns of net-
work tra!c through a self-supervised manner, thereby acquiring
a general and meaningful representation of network "ows. The
pre-training process employs Masked Language Modeling (MLM),
which is a Denoising Autoencoder (DAE) [72] approach. As demon-
strated in Figure 5, the basic principle is to mask some tokens
([MASK]), and then predict the original value of the masked tokens
based on the surrounding unmasked tokens in the context, enabling
the model to acquire bidirectional contextual information. The Lan-
guage Model (LM) head is a fully-connected layer with softmax,
which is applied to predict masked tokens.

For the input sequence𝐿 with 𝑀 masked tokens, the loss function
of the pre-training process can be expressed as follows:

LMLM = →
𝐿∑
𝑀=1

log
(
𝑁𝑂 {MASK𝑀 = token𝑀 |𝐿̃ ;ω}

)
, (3)

where ω is the model’s parameters, 𝐿̃ is the masking result of the
input data and MASK𝑀 is the masked token at the 𝑃-th position.

During the pre-training process of MLM, there are 15% of the
tokens in the input sequence need to be masked, which is similar to
the pre-training of BERT [21]. For the selected 15% of tokens, three
operations are applied: 80% are directly replaced with [MASK], 10%
are replaced with new tokens, and the other 10% remain unchanged.

3.5 Multi-modal Fusion and Fine-tuning
After pre-training onmassive unlabeled data,BERT-bytes andBERT-
ps can e#ectively represent the content and behavior information
of network "ows, respectively. In order to enhance analysis per-
formance for downstream tasks, in MM4flow, we design an multi-
modal fusionmodule to fully leverage the information fromnetwork
"ows, including payload byte stream and packet length sequence.
The multi-modal fusion is carried out in the $ne-tuning process.
Multi-modal Fusion. This module is employed based on cross-
attention mechanism. Cross-attention captures relationships be-
tween elements of two di#erent input sequences by selecting and
determining which tokens are most important in a speci$c context.
For a source sequence 𝜴1 and a target sequence 𝜴2, the cross-
attention result can be expressed as follows:

CrossAttention(𝜴1,𝜴2) = 𝜶Softmax

(
𝜷T𝜸√
𝑄𝐿

)

= 𝜴T
1𝜹Softmax

(
𝜴T
1𝜹

T
𝐿 𝜹𝑁𝜴2√
𝑄𝐿

)
,

(4)

where 𝜷 =𝜹𝐿𝜴1, 𝜸 =𝜹𝑁𝜴2, 𝜶 =𝜹𝑂𝜴1, and 𝑄𝐿 are query vector,
key vector, and value vector, and element dimension, respectively.

In payload byte stream and packet length sequence, some tokens
require to be aware of cross-modal information, while others are
only relevant to their own modality. For example, if TLS record
length represented by bytes exceeds the Maximum Segment Size
(MSS), one or more consecutive packets with MSS-length will ap-
pear. In contrast, bytes indicating $eld lengths are typically associ-
ated only with the subsequent $eld bytes and do not in"uence the
packet length sequence. Consequently, applying cross-attention
directly to the outputs of two modalities may disrupt the represen-
tation of uni-modality, thereby degrading the model’s performance.

To address this issue, we utilize the concatenated outputs of both
modalities as the query vector in the cross-attention mechanism.
The architecture of multi-modal fusion module is shown in Figure 6.
For a network "ow 𝐿 , the output from BERT-bytes after inputting
its payload byte stream is denoted as 𝜴bytes, and the output from
BERT-ps after inputting its packet length sequence is denoted as
𝜴ps. Then, we concatenate 𝜴bytes and 𝜴ps to form the query vector[
𝜴bytes↑𝜴ps

]
, and then respectively compute the cross-attention

scores with both 𝜴bytes and 𝜴ps. This process makes it possible
for each token in a single modality to notice information about all
modalities simultaneously. After the cross-attention mechanism,
the embedding vector sequences for the payload byte stream and
packet length sequence can be expressed as follows:

𝜴 ↓
bytes = CrossAttention

(
𝜴bytes,

[
𝜴bytes↑𝜴ps

] )
, (5)

𝜴 ↓
ps = CrossAttention

(
𝜴ps,

[
𝜴bytes↑𝜴ps

] )
. (6)

After modal fusion, we use vectors 𝝐bytes (from 𝜴 ↓
bytes) and 𝝐ps

(from 𝜴 ↓
ps) corresponding to [CLS] from the payload byte stream

and packet length sequence to represent the network "ow in two
modalities. We concatenate these two representations and input
them into the fully connected layer to produce the identi$cation
result, which is expressed as follows:

𝜻 = Softmax
(
𝜹

[
𝝐bytes↑𝝐ps

]
+ 𝜼

)
, (7)
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Fig 5. Masked Language Modeling Strategy.

Masking Strategy (Same as BERT)
Selection: Randomly select 15% of
tokens in the sequence.
For selected tokens:

80%: Replace with [MASK] token.
10%: Replace with a random token.
10%: Keep the original token
unchanged.

Purpose
Forces model to rely on context rather
than just memorizing the token itself.
Acts as a Denoising Autoencoder (DAE).
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3.4.2 Pre-training Objective (Loss Function)
1. Data Collection 2. Tokenization 3. Uni-modal Pre-training 4. Multi-modal Fine-tuning

Masked Language Modeling (MLM) Loss (Eq 3):

ℒMLM = −
𝑘

∑
𝑖=1
log𝑃𝑟{MASK𝑖 = token𝑖| ̃𝑋; Θ}

Component Breakdown:
̃𝑋: The input sequence with masked tokens.

MASK𝑖: The 𝑖-th masked position.
token𝑖: The original ground-truth token.
Θ: Model parameters being optimized.

Intuition:
Minimize the Negative Log-Likelihood (NLL) of the correct prediction.
Ensures the model learns bi-directional context to fill in the blanks.

Seonghoon Jeong MM4flow: A Pre-trained Multi-modal Model for Versatile Network Traffic AnalysisJanuary 30, 2026 22 / 36



Preliminaries: network traffic analysis; and the motivation Paper Analysis: MM4flow Background & Motivation System Design Evaluation Discussion

3.5 Multi-modal Fusion (Fine-tuning)
1. Data Collection 2. Tokenization 3. Uni-modal Pre-training 4. Multi-modal Fine-tuning

Cross-Attention Mechanism works as the bridge.
Query: Concatenation of both outputs (𝑋𝑏𝑦𝑡𝑒𝑠||𝑋𝑝𝑠).
Key/Value: Uni-modal outputs (𝑋𝑏𝑦𝑡𝑒𝑠 and 𝑋𝑝𝑠).

𝑋′
𝑏𝑦𝑡𝑒𝑠 = CrossAttention(𝑋𝑏𝑦𝑡𝑒𝑠, 𝑋𝑏𝑦𝑡𝑒𝑠||𝑋𝑝𝑠) (5)
𝑋′𝑝𝑠 = CrossAttention(𝑋𝑝𝑠, 𝑋𝑏𝑦𝑡𝑒𝑠||𝑋𝑝𝑠) (6)

This allows each modality to ”attend” to the most relevant features of the OTHER modality
before final classification.

Two-Stage Fine-tuning:
Stage 1 (Warm-up): Freeze Pre-trained BERTs, train only the Fusion head.
Stage 2: Full fine-tuning of all parameters.
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3.5.1 Final Representation & Classification
1. Data Collection 2. Tokenization 3. Uni-modal Pre-training 4. Multi-modal Fine-tuning
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Figure 6: The architecture of the multi-modal fusion module
base on cross-attention mechanism.

where 𝜴 = [𝐿𝐿 ]𝐿→Y is the probability vector that indicates the
network !ow belongs to di"erent categories in label spaceY.𝜶 and
𝜷 are the weight and bias of the fully connected layer, respectively.
Fine-tuning. During the #ne-tune process, the loss function is
cross entropy loss, which is de#ned as follows:

Lcls = ↑ 1
𝑀

𝑀∑
𝑁=1

∑
𝐿→Y

𝑁 (𝑁 )𝐿 log𝐿 (𝑁 )𝐿 , (8)

where 𝑁 (𝑁 )𝐿 is the ground truth label, and 𝐿 (𝑁 )𝐿 is the predicted prob-
ability that the 𝑂-th sample belongs to class 𝑃 .

After pre-training on large-scale unlabeled data, the model’s pa-
rameters typically converge to a relatively stable state. But there are
numerous untrained parameters in the classi#cation head. In this
case, directly #ne-tuning all model’s parameters on a small-scale
training set may lead to unintended changes in stable pre-trained
parameters due to the updates of untrained parameters, potentially
resulting in over#tting. Therefore, as illustrated in Figure 7, we
proceed #ne-tuning process in the following two stages:
Stage-1: It is the warm-up phase for #ne-tuning. In detail, we freeze
all the pre-trained parameters and only update the gradients of
the classi#cation head. This process prevents the gradient updates
from the classi#cation head without training from a"ecting the pre-
trained parameters. After this stage, the classi#cation head already
has a preliminary performance.
Stage-2: It is the full-parameter #ne-tuning phase. We unfreeze the
pre-trained parameters and conduct full parameter #ne-tuning of
the model at a lower learning rate. This process can enable the
model to achieve improved performance.

4 Evaluation
In this section, we conduct a set of experiments to evaluate the
performance of our proposed approach. The evaluation experiments
aim to address the following research questions (RQ):
RQ1: (Accuracy) How does MM4flow’s identi#cation accuracy on

various tasks compare to existing approaches?
RQ2: (Generalization) In practice, properly labeled network !ows

required in supervised training are often insu$cient. How
does MM4flow perform in few-shot scenarios?

Figure 7: There are two phases in the !ne-tuning process,
including warm-up and full-parameter !ne-tuning.

RQ3: (Separability) Can theMM4flow’s pre-training on large-scale
unlabeled data enhance the separability of network !ows?

RQ4: (Ablation Study) How do these modules and pre-trained
parameters inMM4flow contribute to the #nal performance?

4.1 Experimental Settings
Our experiments are performed on a server, which is equipped with
the following con#guration: AMD EPYC(TM) 7542 CPU@ 2.90GHz,
8 ↓ NVIDA GeForce RTX 6000 Ada, 512GB of RAM.MM4flow is
built by PyTorch 2.3.0. The following details pre-training data and
settings, datasets, #ne-tuning settings, baselines, and metrics.
Pre-training Data.We collected a large amount of network tra$c
on network gateway over a week, accumulating approximately 77.6
TB pcap. A total of 465M network !ows are collected after process-
ing these raw data, producing around 249.9B tokens for payload
byte streams and 18.98B tokens for packet length sequences. As
shown in Table 1, this pre-training dataset is 3 orders of magni-
tude larger than that used in state-of-the-art (SOTA) approaches
[27, 43, 73, 89, 93]. Furthermore, this pre-training data does not
include any data related to downstream tasks in evaluation, which
is di"erent from SOTAs.
Pre-training Settings. InMM4flow, we adopt the hyper-parameter
settings of the BERT-base [21] as a reference for BERT-ps and BERT-
bytes. More details about hyper-parameters are deferred to Appen-
dix A. During pre-training, we set the batch size to 128, and with 4
GPUs, this results in an e"ective batch size of 512. The total num-
ber of epoch is #xed at 2, corresponding about 908K training steps.
The pre-training process takes about 350 hours. More details about
hyper-parameters and implementation are deferred to Appendix A.
Baselines. We select 11 existing works as baselines, including 6
approaches based on raw byte stream (CNN [75], EBSNN [80], ET-
BERT [43], YaTC [89], NetMamba [73], and Tra$cFormer [93])
and 5 approaches based on transmission pattern (AppScanner [69],
ETC-PS [81], FlowLens [9], FS-Net [45], and GraphDApp [66]). We
defer additional details about baselines to Appendix B.
Datasets.We evaluate our approach on 6 public datasets regard-
ing di"erent tasks, including DataCon2020 [18] (encrypted mal-
ware detection), DataCon2021-p1 [19] (encrypted proxy classi#ca-
tion), DataCon2021-p2 [19] (website identi#cation under encrypted
proxy), Browser [70] (browser classi#cation), NUDT_MobileTra$c
[90] (mobile application identi#cation), and CSTNET-TLS1.3 [42]
(TLS 1.3 website identi#cation). All these datasets were public after
2020, and better aligned with the current network environment.
Similar to pre-training data, we remove any !ows containing fewer
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1. Fused Representations (Eq 5-6)

𝑋′
𝑏𝑦𝑡𝑒𝑠 = CA(𝑋𝑏𝑦𝑡𝑒𝑠, 𝑋𝑏𝑦𝑡𝑒𝑠 ∥ 𝑋𝑝𝑠) (5)
𝑋′𝑝𝑠 = CA(𝑋𝑝𝑠, 𝑋𝑏𝑦𝑡𝑒𝑠 ∥ 𝑋𝑝𝑠) (6)

Refined sequence representations via Cross-Attention.

2. Classification (Eq 7)

𝑝 = Softmax(𝑊[𝑥′
𝑏𝑦𝑡𝑒𝑠 ∥ 𝑥′𝑝𝑠] + 𝑏) (7)

𝑥′
𝑏𝑦𝑡𝑒𝑠, 𝑥′𝑝𝑠: Final [CLS] embeddings.

∥: Concatenation.
𝑊, 𝑏: Learnable Parameters.Seonghoon Jeong MM4flow: A Pre-trained Multi-modal Model for Versatile Network Traffic AnalysisJanuary 30, 2026 24 / 36
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3.5.2 Two-Stage Fine-tuning Strategy
1. Data Collection 2. Tokenization 3. Uni-modal Pre-training 4. Multi-modal Fine-tuning

Strategy Overview: directly fine-tuning may damage pre-trained weights due to unstable
gradients from the random head.
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Figure 6: The architecture of the multi-modal fusion module
base on cross-attention mechanism.

where 𝜴 = [𝐿𝐿 ]𝐿→Y is the probability vector that indicates the
network !ow belongs to di"erent categories in label spaceY.𝜶 and
𝜷 are the weight and bias of the fully connected layer, respectively.
Fine-tuning. During the #ne-tune process, the loss function is
cross entropy loss, which is de#ned as follows:

Lcls = ↑ 1
𝑀

𝑀∑
𝑁=1

∑
𝐿→Y

𝑁 (𝑁 )𝐿 log𝐿 (𝑁 )𝐿 , (8)

where 𝑁 (𝑁 )𝐿 is the ground truth label, and 𝐿 (𝑁 )𝐿 is the predicted prob-
ability that the 𝑂-th sample belongs to class 𝑃 .

After pre-training on large-scale unlabeled data, the model’s pa-
rameters typically converge to a relatively stable state. But there are
numerous untrained parameters in the classi#cation head. In this
case, directly #ne-tuning all model’s parameters on a small-scale
training set may lead to unintended changes in stable pre-trained
parameters due to the updates of untrained parameters, potentially
resulting in over#tting. Therefore, as illustrated in Figure 7, we
proceed #ne-tuning process in the following two stages:
Stage-1: It is the warm-up phase for #ne-tuning. In detail, we freeze
all the pre-trained parameters and only update the gradients of
the classi#cation head. This process prevents the gradient updates
from the classi#cation head without training from a"ecting the pre-
trained parameters. After this stage, the classi#cation head already
has a preliminary performance.
Stage-2: It is the full-parameter #ne-tuning phase. We unfreeze the
pre-trained parameters and conduct full parameter #ne-tuning of
the model at a lower learning rate. This process can enable the
model to achieve improved performance.

4 Evaluation
In this section, we conduct a set of experiments to evaluate the
performance of our proposed approach. The evaluation experiments
aim to address the following research questions (RQ):
RQ1: (Accuracy) How does MM4flow’s identi#cation accuracy on

various tasks compare to existing approaches?
RQ2: (Generalization) In practice, properly labeled network !ows

required in supervised training are often insu$cient. How
does MM4flow perform in few-shot scenarios?

Figure 7: There are two phases in the !ne-tuning process,
including warm-up and full-parameter !ne-tuning.

RQ3: (Separability) Can theMM4flow’s pre-training on large-scale
unlabeled data enhance the separability of network !ows?

RQ4: (Ablation Study) How do these modules and pre-trained
parameters inMM4flow contribute to the #nal performance?
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Our experiments are performed on a server, which is equipped with
the following con#guration: AMD EPYC(TM) 7542 CPU@ 2.90GHz,
8 ↓ NVIDA GeForce RTX 6000 Ada, 512GB of RAM.MM4flow is
built by PyTorch 2.3.0. The following details pre-training data and
settings, datasets, #ne-tuning settings, baselines, and metrics.
Pre-training Data.We collected a large amount of network tra$c
on network gateway over a week, accumulating approximately 77.6
TB pcap. A total of 465M network !ows are collected after process-
ing these raw data, producing around 249.9B tokens for payload
byte streams and 18.98B tokens for packet length sequences. As
shown in Table 1, this pre-training dataset is 3 orders of magni-
tude larger than that used in state-of-the-art (SOTA) approaches
[27, 43, 73, 89, 93]. Furthermore, this pre-training data does not
include any data related to downstream tasks in evaluation, which
is di"erent from SOTAs.
Pre-training Settings. InMM4flow, we adopt the hyper-parameter
settings of the BERT-base [21] as a reference for BERT-ps and BERT-
bytes. More details about hyper-parameters are deferred to Appen-
dix A. During pre-training, we set the batch size to 128, and with 4
GPUs, this results in an e"ective batch size of 512. The total num-
ber of epoch is #xed at 2, corresponding about 908K training steps.
The pre-training process takes about 350 hours. More details about
hyper-parameters and implementation are deferred to Appendix A.
Baselines. We select 11 existing works as baselines, including 6
approaches based on raw byte stream (CNN [75], EBSNN [80], ET-
BERT [43], YaTC [89], NetMamba [73], and Tra$cFormer [93])
and 5 approaches based on transmission pattern (AppScanner [69],
ETC-PS [81], FlowLens [9], FS-Net [45], and GraphDApp [66]). We
defer additional details about baselines to Appendix B.
Datasets.We evaluate our approach on 6 public datasets regard-
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Stage 1: Warm-up
Action: Freeze pre-trained BERT
parameters.
Update: Train only the Fusion Head
(FC layer).
Goal: Stabilize the classification head.

Stage 2: Full Fine-tuning
Action: Unfreeze all parameters.
Update: Train entire model with a
lower Learning Rate.
Goal: Adapt representations to the
specific task.
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4.1 Experimental Settings

Pre-training Data (Scale):
Volume: 77.6 TB pcap (collected over
1 week).
Scale: 465M flows, 249.9B Byte tokens.
Comparison: 3 orders of magnitude
larger than existing works (e.g.,
ET-BERT, NetMamba).

System Environment:
Hardware: 8 × NVIDIA RTX 6000 Ada.
Training Time: ≈ 350 hours (2 epochs).
Batch Size: 512 (effective).

Baselines (11 Approaches):
Byte-based (6): CNN, EBSNN,
ET-BERT, YaTC, NetMamba,
TrafficFormer.
Flow-based (5): AppScanner, ETC-PS,
FlowLens, FS-Net, GraphDApp.

Evaluation Datasets (6 Diverse Tasks):
Malware: DataCon2020.
Proxy: DataCon2021-p1,
DataCon2021-p2.
Application: Browser,
NUDT_MobileTraffic,
CSTNET-TLS1.3.
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Dataset MM4flow: A Pre-trained Multi-modal Model for Versatile Network Tra!ic Analysis CCS ’25, October 13–17, 2025, Taipei

Table 5: The additional details about these datasets for evaluations and their scale after processing.

Dataset Year Inst PCAP
Size

Class
Num

Class
Samples* Downstream Task Description

DataCon2020 [18] 2020 QIAN-
XIN

6.6GB 2 5000 Malware encrypted
tra!c detection

This dataset is derived from the TLS/SSL en-
crypted tra!c generated by malware and normal
software (both are exe types) in the Tianqiong
sandbox.

DataCon2021-p1
[19]

2021 THU 1.2GB 6 500 Encrypted proxy tra-
!c classi"cation

The encryption proxy softwares include Firefox,
V2ray, Clash, Lantern, Netch, and Shadowsocks.
The tra!c is generated by accessing a list of web-
sites using Selenium automatically.

DataCon2021-p2
[19]

2021 THU 4.6GB 22 1000 Website tra!c iden-
ti"cation under en-
crypted tunnel

The tra!c was generated by accessing di#erent
websites through the same encryption proxy soft-
ware.

Browser [70] 2020 UT 7.4GB 4 5000 Browser tra!c clas-
si"cation

It included network tra!c from scraping the
Alexa Top 1,000 websites on Chrome, Firefox,
Samsung Internet, and UC Browser on mobile
devices.

NUDT_MobileTra!c
[90]

2023 NUDT 707.0GB 300 200 Mobile application
tra!c identi"cation

It is a mobile network tra!c dataset published by
the Network Forensics Research Lab. Based on a
tra!c capture software they developed, network
$ows are accurately labeled and collected.

CSTNET-TLS1.3
[42]

2022 IIE
CAS

10.9GB 80 300 TLS 1.3 website traf-
"c identi"cation

This tra!c dataset are acquired from Alexa Top-
5000 deployed with TLS1.3, which is collected on
CSTNET.

* It is the sample count per classes for training set rather than the whole dataset.

• AppScanner [69]: It is a ML-based method based on Random
Forest to identify smartphone applications from encrypted traf-
"c. It extracts statistical features from uplink $ow, downlink
$ow, and complete $ow as the feature set, where each $ow
provides several statistical features (i.e., minimum, maximum,
mean, standard deviation, etc).

• ETC-PS [81]: It is a ML-based encrypted tra!c classi"cation
method with path signature. The multi-scale path signature
of packet-length-sequence-based tra!c path is computed as
the distinctive feature to train the traditional machine learning
classi"er, such as Random Forest.

• FlowLens [9]: It uses sampled packet-length distribution of
network $ows as features to train the identi"cation model by
supervised learning, i.e., Random Forest. We use the hyperpa-
rameter setting with the best accuracy used in the paper to
retrain the model.

• FS-Net [45]: It is a DL-based encrypted tra!c analysis method,
which use packet-length sequence information for supervised
learning. It leveraged reconstruction loss to ensure that the
extracted features by Bi-GRU contain all the information of the
$ow sequences.

• GraphDApp [66]: It is a DL-based method based on Graph
Neural Network (GNN). It constructed Tra!c Interaction Graph
(TIG) to represent network $ows based on the packet-length
and packet direction, and then applied GNN-based supervised
learning. They turned the tra!c identi"cation into a graph
classi"cation problem.

C Datasets
To evaluate our proposed method, we conducted experiments on
six publicly datasets with di#erent network tra!c analysis tasks.
These datasets include DataCon2020 [18], DataCon2021-p1 [19],
DataCon2021-p2 [19], Browser [70], NUDT_MobileTra!c [90], and
CSTNET-TLS 1.3 [42]. In these public datasets, all the network
tra!c data are also parsed by Zeek plugins we developed. For each
dataset, we remove any $ows containing fewer than 5 packets with
payload, followed by removing any classes with fewer $ows. Due to
possible training biases about network settings, packet headers are
excluded from the model’s input. We illustrated additional details
about these datasets and their scale after processing in Table 5.

For each dataset, we extract a speci"ed number of samples from
each class to construct a balanced training set, ensuring no class
imbalance issues. These samples are split into a training set and a
validation set with a 9:1 ratio. The remaining samples are used to
form the test set, where classes with large sample sizes are down-
sampled. It ensures that the model is not trained by samples in
the test set, thereby reducing the risk of over-"tting. The sizes of
the training and test sets are approximately equal. At the end of
each training epoch, the model’s performance is evaluated on the
validation set. After training concludes, the model’s performance
on the test set is reported as the "nal experimental result.
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4.2 Research Questions (RQs)

RQ1. Accuracy RQ2. Generalization RQ3. Separability RQ4. Ablation

RQ1: Accuracy Comparison (Versatility)
Does MM4flow achieve superior performance across diverse tasks?

RQ2: Generalization (Few-Shot)
How well does MM4flow perform with limited labeled data?

RQ3: Separability Analysis
Does pre-training enhance the distinctiveness of flow representations?

RQ4: Ablation Study
How do different components (Uni-modal Pre-training, Cross-Attention) contribute?

Seonghoon Jeong MM4flow: A Pre-trained Multi-modal Model for Versatile Network Traffic AnalysisJanuary 30, 2026 28 / 36



Preliminaries: network traffic analysis; and the motivation Paper Analysis: MM4flow Background & Motivation System Design Evaluation Discussion

4.2 Research Questions (RQs)

RQ1. Accuracy RQ2. Generalization RQ3. Separability RQ4. Ablation

RQ1: Accuracy Comparison (Versatility)
Does MM4flow achieve superior performance across diverse tasks?

RQ2: Generalization (Few-Shot)
How well does MM4flow perform with limited labeled data?

RQ3: Separability Analysis
Does pre-training enhance the distinctiveness of flow representations?

RQ4: Ablation Study
How do different components (Uni-modal Pre-training, Cross-Attention) contribute?

Seonghoon Jeong MM4flow: A Pre-trained Multi-modal Model for Versatile Network Traffic AnalysisJanuary 30, 2026 28 / 36



Preliminaries: network traffic analysis; and the motivation Paper Analysis: MM4flow Background & Motivation System Design Evaluation Discussion

4.2 Research Questions (RQs)

RQ1. Accuracy RQ2. Generalization RQ3. Separability RQ4. Ablation

RQ1: Accuracy Comparison (Versatility)
Does MM4flow achieve superior performance across diverse tasks?

RQ2: Generalization (Few-Shot)
How well does MM4flow perform with limited labeled data?

RQ3: Separability Analysis
Does pre-training enhance the distinctiveness of flow representations?

RQ4: Ablation Study
How do different components (Uni-modal Pre-training, Cross-Attention) contribute?
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4.3 RQ1: Accuracy Comparison
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Table 2: The identi!cation results of MM4flow and baselines on six public datasets.

Dataset DataCon2020 [18] DataCon2021-p1 [19] DataCon2021-p2 [19]
Method Acc macro-𝐿 macro-𝑀 macro-𝑁1 Acc macro-𝐿 macro-𝑀 macro-𝑁1 Acc macro-𝐿 macro-𝑀 macro-𝑁1

AppScanner [69] 0.9302 0.9236 0.9362 0.9281 0.9209 0.9052 0.9267 0.9135 0.8346 0.8302 0.8383 0.8330
ETC-PS [81] ‘ 0.9280 0.9214 0.9339 0.9258 0.8622 0.8221 0.8629 0.8360 0.8118 0.8068 0.8153 0.8095
FlowLens [9] 0.9238 0.9172 0.9293 0.9216 0.9380 0.9264 0.9406 0.9323 0.8027 0.7967 0.8062 0.7998
FS-Net [45] 0.9405 0.9350 0.9426 0.9383 0.9423 0.9275 0.9449 0.9351 0.8460 0.8398 0.8461 0.8419

GraphDApp [66] 0.8414 0.8388 0.8543 0.8391 0.8033 0.7886 0.8295 0.7887 0.4599 0.5237 0.4540 0.4485

CNN [75] 0.9427 0.9368 0.9462 0.9407 0.8025 0.7577 0.7735 0.7514 0.0570 0.0560 0.0572 0.0560
EBSNN [80] 0.9799 0.9800 0.9799 0.9799 0.7002 0.7236 0.7002 0.7071 0.3649 0.4011 0.3489 0.3361
ET-BERT [43] 0.9562 0.9563 0.9562 0.9563 0.7302 0.8364 0.7303 0.6946 0.0574 0.0615 0.0574 0.0533
YaTC [89] 0.9562 0.9563 0.9562 0.9563 0.7302 0.8364 0.7303 0.6946 0.0574 0.0615 0.0574 0.0533

NetMamba [73] 0.9616 0.9579 0.9623 0.9600 0.8107 0.7732 0.7697 0.7598 0.0325 0.0015 0.0455 0.0029
Tra!cFormer [93] 0.9537 0.9476 0.9595 0.9522 0.8577 0.7877 0.7592 0.7617 0.0298 0.0100 0.0478 0.0091

MM4flow 0.9734 0.9699 0.9752 0.9724 0.9731 0.9637 0.9728 0.9676 0.9011 0.8963 0.9002 0.8976

Dataset Browser [70] NUDT_MobileTra"c [90] CSTNET-TLS1.3 [42]
Method Acc macro-𝐿 macro-𝑀 macro-𝑁1 Acc macro-𝐿 macro-𝑀 macro-𝑁1 Acc macro-𝐿 macro-𝑀 macro-𝑁1

AppScanner [69] 0.8331 0.8145 0.8131 0.8129 0.7211 0.7186 0.7211 0.7178 0.8451 0.8384 0.8395 0.8369
ETC-PS [81] 0.7988 0.7791 0.7732 0.7750 0.6843 0.6814 0.6843 0.6806 0.7764 0.7689 0.7719 0.7679
FlowLens [9] 0.8572 0.8386 0.8369 0.8371 0.6611 0.6640 0.6611 0.6580 0.9114 0.9075 0.9083 0.9068
FS-Net [45] 0.8466 0.8284 0.8289 0.8275 0.6549 0.6570 0.6549 0.6531 0.9208 0.9153 0.9176 0.9160

GraphDApp [66] 0.6684 0.6662 0.6612 0.6540 0.1562 0.2624 0.1562 0.1373 0.6236 0.6975 0.6168 0.6207

CNN [75] 0.9865 0.9859 0.9864 0.9861 0.7202 0.7212 0.7202 0.7191 0.4210 0.4045 0.4104 0.4038
EBSNN [80] 0.9835 0.9822 0.9838 0.9830 0.5995 0.6101 0.5995 0.5931 0.4554 0.4533 0.4430 0.4052
ET-BERT [43] 0.9893 0.9892 0.9892 0.9892 0.8578 0.8618 0.8578 0.8581 0.8839 0.8768 0.8763 0.8748
YaTC [89] 0.9835 0.9836 0.9835 0.9835 0.7771 0.7903 0.7772 0.7769 0.7026 0.7267 0.7027 0.6941

NetMamba [73] 0.9839 0.9839 0.9827 0.9833 0.7663 0.7759 0.7663 0.7657 0.8394 0.8371 0.8313 0.8267
Tra!cFormer [93] 0.9892 0.9889 0.9892 0.9891 0.8583 0.8612 0.8583 0.8586 0.9144 0.9080 0.9095 0.9073

MM4flow 0.9929 0.9926 0.9926 0.9926 0.9111 0.9116 0.9111 0.9110 0.9826 0.9814 0.9822 0.9817

than 5 packets with payload, followed by removing any classes
with fewer "ows. Due to possible biases about network settings,
packet headers are excluded from the model’s input. More details
about datasets are deferred to Appendix C.
Fine-tuning Settings. For each task, we perform 40 epochs of
warm-up (phase-1) followed by 20 epochs of full-parameter #ne-
tuning (phase-2). The batch size is set as 64 during #ne-tuning.
Metrics.We mainly employ accuracy (Acc) and macro averaging
of precision (𝐿 ), recall(𝑀), and 𝑁1-score as evaluation metrics.

4.2 Analysis Accuracy (to RQ1)
The accuracy serves as the primary performance metric for net-
work tra!c analysis. We evaluated the accuracy of MM4flow on
six public tra!c datasets and compared it with various baseline
methods. The experimental results are presented in Table 2.
Higher accuracy on multi-tasking. Although these six tasks are
highly heterogeneous (in terms of the number of categories and the
scales of the dataset), It is noteworthy that MM4flow outperforms
the optimal baseline methods by 5.28% and 6.17% in accuracy on
NUDT_MobileTraffic and CSTNET-TLS1.3, respectively.MM4flow
achieves consistently good performance and outperform existing
baselines. Existing pre-trained models rely on packet headers but
pay insu!cient attention to payload, leading to a reduction in
accuracy. Experimental results indicate that MM4flow can achieve
SOTA performance on versatile tra!c analysis tasks, including

mobile application andwebsite identi#cation, browser classi#cation,
encrypted malware detection, encrypted proxy analysis, etc.
When raw byte stream is the main modality? From Table 2,
we can infer that experimental results conducted on 3 out of 6
tasks suggest that the payload byte stream typically serves as the
primary modality for malware detection (DataCon2020), mobile ap-
plication identi#cation (NUDT_MobileTraffic), and browser classi-
#cation (Browser). For unencrypted tra!c, plain-text information
can provide a more detailed representation of network behavior
than packet length sequences. Although most normal service tra!c
is now encrypted by TLS protocol, the transport-layer payload still
contains plain-text TLS #elds, which are often su!cient for com-
mon tra!c identi#cation. Compared to the behavior information
contained in packet length sequences, the signi#cant byte pattern
is more readily to capture during the analysis process. As a result,
payload-byte-stream-based methods generally outperform packet-
length-sequence-based methods in terms of identi#cation accuracy.
Transmission Pattern is important for tunnels. Moreover, ex-
perimental results on DataCon2021-p1 and DataCon2021-p2 show
that when the payload of network "ows contains little or no byte
pattern, the e$ectiveness of the payload byte stream modality is
signi#cantly diminished. In such tasks, the analysis will focus on
the packet length sequence modality. In the encrypted proxy tra!c
identi#cation task (DataCon2021-p1), as demonstrated in Table
2, existing methods based on packet length sequences typically
achieve accurancy above 0.85, whereas the highest accuracy at-
tained by methods based on payload byte streams is only 0.8039.
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4.4 RQ2: Generalization (Few-Shot)
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(a) Payload Byte Stream (Bytes) (b) Packet Length Sequence (PS)
Figure 8: The performance comparison on few-shot settings

Moreover, it is important to note that all the payload-byte-stream-
based methods fail in the task of identifying encrypted tunnel web-
site tra!c (DataCon2021-p2). This is due to completely no byte
pattern related to the website tra!c under encryption tunnel. It
can be seen from Table 2 that this analysis task primarily relies on
the behavioral information, i.e., the packet length sequence.

4.3 Generalization (to RQ2)
In this subsection, we evaluate the model’s generalization by testing
its performance when the number of labeled data varies.
Fewer labeled data requirement. Figure 8 illustrates the accuracy
variation when trained on labeled training set with di"erent scales.
For most analysis tasks,MM4flow requires signi#cantly fewer la-
beled data to achieve the same level of accuracies with the existing
methods. While some baselines with enough training data perform
similarly to the pre-trained model, their performance will decline
signi#cantly as the amount of labeled training data decreases.

When both our method and FS-Net achieve 0.9 accuracy in
proxy tra!c classi#cation (DataCon2021-p1), our method requires
only 10% of the labeled data that FS-Net needs. For encrypted
tunnel website identi#cation (DataCon2021-p2), our method re-
quires only about 30% of the labeled data used by FS-Net and App-
Scanner to achieve 0.8 accuracy. On the more challenging task
NUDT_MobileTraffic, compared to existing methods, MM4flow
reduces labeled data requirement by over 70% to achieve an accept-
able accuracy (over 0.8). On CSTNET-TLS1.3, our method requires
approximately 90% fewer labeled data than FlowLens to achieve 0.9
accuracy. However, the advantages of ourmethod on the binary clas-
si#cation task DataCon2020 are not obvious. On Browser, where
payload byte stream is the primary modality, MM4flow’s general-
ization is weaker than some baselines. The modal-fusion module
inMM4flow requires training more parameters from scratch in the
classi#cation head, which impacts the performance when extremely
few training samples are available. Experimental results indicate
that even with limited labeled training data, MM4flow can still
operate e"ectively, reducing the deployment costs associated with
data collection and labeling signi#cantly.

Pre-training enhances generalization. When training samples
are insu!cient, loading pre-trained parameters and performing su-
pervised #ne-tuning outperforms training from scratch. As shown
in Figure 8, this phenomenon can be observed on all six tasks. On
DataCon2021-p1, when the sample size per category is fewer than
50, the performance of training from scratch signi#cantly deteri-
orates. On DataCon2021-p2 and CSTNET-TLS1.3, pre-trained pa-
rameters can improve the accuracy by about 5% and 3%, respectively.
On Browser, pre-training has little impact on accuracy when the
model is trained by the full training set. However, MM4flow with
pre-trained parameters shows a clear advantage when only a small
number of training samples are available. On NUDT_MobileTraffic,
pre-training can boost the accuracy by more than 10%.

Overall, this sustained advantage on accuracy highlights the
exceptional performance of MM4flow, which can be attributed
to the general and meaningful representations of network $ows
acquired through pretraining. Self-supervised pre-training on large-
scale unlabeled network tra!c data enables the model to learn
the underlying structure and common patterns of network $ows,
thereby reducing the dependency on task-speci#c labeled data.

4.4 Embedding Analysis (to RQ3)
To analyze the impact of pre-training, we test the separability of
the embeddings of network $ows on di"erent modalities.
Pre-training brings preliminary separability. Using 𝐿-SNE, we
visualized the embeddings of network $ows on two modalities
across six datasets, which is illustrated in Figure 9. It is evident
that embeddings in both modalities exhibit good separability on
DataCon2020, DataCon2021-p1, and CSTNET-TLS1.3. It indicates
that models pre-trained on vast amounts of unlabeled network traf-
#c can preliminarily identify di"erent types of network $ows. On
DataCon2021-p1, the payload byte stream embeddings of V2ray,
Clash, and Netch can form three obvious clusters. However, em-
beddings for Lantern and Shadowsocks are mixed within a single
cluster, making them indistinguishable. It indicates that these two
categories are too similar on payload byte stream to be di"erenti-
ated, which is a primary reason for the suboptimal performance
of methods based on this modality. Although their packet length
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4.5 RQ3: Embedding Analysis (Separability)
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(a) DataCon2020 (b) DataCon2021-p1 (c) DataCon2021-p2

(d) NUDT_MobileTra!c (e) Browser (f) CSTNET-TLS1.3
Figure 9: The 𝐿-SNE visualization of pre-trained embeddings on six public datasets.

sequence embeddings do not exhibit clear cluster distribution, there
is still a noticeable di!erence. On DataCon2021-p2, packet length
sequence embeddings for a few categories exhibit a relatively con-
centrated distribution, but their payload byte stream embeddings
are completely indistinguishable. It indicates that only packet length
sequence modality contains separability information on this task.
Therefore, payload-byte-stream-based methods fail on this task,
which is shown in Figure 9. On CSTNET-TLS1.3, the embedding
distribution of most categories show good separability on payload
byte streammodality. But there are still some categories with mixed
embedding distribution, which does not appear on packet length
sequence modality. On DataCon2020, NUDT_MobileTraffic, and
Browser, the embedding separability of payload byte streams is
signi"cantly superior to that of packet length sequences.
The Separability on di"erent modalities. There are di!erences
embedding separability on di!erent modalities, which is related
to the inherence of each modality. Due to the checksum and error
correcting code in transmission protocols, packet content is gen-
erally stable and not a!ected by network noise. As a result, the
payload byte stream embeddings demonstrate an obvious cluster
distribution, where samples within each cluster typically belong
to one category. In contrast, the embedding distribution of packet
length sequences is relatively scattered, which is attributable to
network noise, such as packet loss, retransmission, and disorder.
Network noise can lead to variations in packet length sequences.
Consequently, embeddings of payload byte streams often exhibit
stronger separability than packet length sequences.

4.5 Ablation Study (to RQ4)
In this subsection, we conducted ablation studies to assess the
contribution of each component and the pre-training e!ectiveness.
Multi-modal is better than uni-modal. As illustrated in Ta-
ble 3, on packet length sequence modality, the pre-trained and
"ne-tuned BERT-ps can achieve superior performance across all
tasks compared to existing approaches. Similarly, the identi"ca-
tion performance of the BERT-bytes with pre-training parameters

and "ne-tuning also exceeds current methods on payload byte
stream modality. For most tasks, however, these optimal results
achieved on single modality are still inferior to MM4flow. Besides,
for encrypted tunnel website identi"cation (DataCon2021-p2), the
accuracy achieved by MM4flow is comparable to BERT-ps without
signi"cant decline. It demonstrates the strong adaptability of our
approach in the task with failure modality.
Multi-modal fusion is e"ective. To evaluate the role of the modal
fusion module in MM4flow, we concatenated the representation
vectors (corresponding to [CLS]) of two modalities, and then di-
rectly fed them into a classi"cation head without cross-attention
mechanism. As shown in Table 3, in most tasks, the designed modal
fusion module can enhance the performance with slightly higher
accuracy compared to simple embedding concatenation. However,
the concatenation of embeddings yields slightly higher accuracy on
DataCon2021-p2. It is probably because the behavior information
in packet length sequences is a!ected by the ine!ective payload
byte stream during modal fusion.
SFT is better than TFS. Table 3 also indicates that the identi-
"cation accuracy of the model with pre-trained parameters and
supervised "ne-tuning (SFT) is higher than the model trained from
scratch (TFS), demonstrating the e!ectiveness of the pre-training
process. However, the improvement on model’s performance varies
across di!erent tasks. On NUDT_MobileTraffic containing 300
categories, the accuracy and 𝑀1-score respectively improved by
0.1497 and 0.1503, which is signi"cantly higher than other analysis
tasks. In contrast, on the binary classi"cation task DataCon2020,
the accuracy and 𝑀1-score only increased by approximately 0.03.
Experimental results suggest that pre-training parameters can ef-
fectively improve model’s performance on more challenging tasks.
This phenomenon can also observed in BERT-ps and BERT-bytes.
Pre-training makes learning stable. We further analyzed the
"ne-tuning process to evaluate the impact of pre-trained parameters
on the training e#ciency. Figure 10 illustrates how the validation
accuracy evolves with increasing training epochs during SFT on six
datasets. After one epoch of SFT, the model with pre-trained param-
eters can achieve higher accuracy on validation set. In contrast, TFS
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4.6 RQ4: Ablation Study (Component Analysis)

RQ1. Accuracy RQ2. Generalization RQ3. Separability RQ4. AblationMM4flow: A Pre-trained Multi-modal Model for Versatile Network Tra!ic Analysis CCS ’25, October 13–17, 2025, Taipei

Table 3: Ablation study of MM4flow on six public datasets.
Dataset DataCon2020 DataCon2021-p1 DataCon2021-p2 NUDT_MobileTra!c Browser CSTNET-TLS1.3
Model Acc macro-𝐿1 Acc macro-𝐿1 Acc macro-𝐿1 Acc macro-𝐿1 Acc macro-𝐿1 Acc macro-𝐿1

BERT-ps TFS 0.9400 0.9380 0.9603 0.9535 0.8759 0.8715 0.7820 0.7809 0.8498 0.8299 0.9585 0.9560
SFT 0.9493 0.9473 0.9680 0.9623 0.9026 0.8999 0.8193 0.8184 0.8752 0.8580 0.9757 0.9742

BERT-bytes TFS 0.9556 0.9539 0.7883 0.7352 0.0427 0.0072 0.0033 0.0000 0.9862 0.9855 0.4492 0.3872
SFT 0.9721 0.9710 0.8146 0.7638 0.0471 0.0125 0.8898 0.8902 0.9905 0.9903 0.9633 0.9601

MM4flow w/o
cross-attention

TFS 0.9406 0.9385 0.9669 0.9602 0.8723 0.8671 0.7815 0.7822 0.9519 0.9514 0.9598 0.9571
SFT 0.9727 0.9715 0.9709 0.9643 0.9028 0.8981 0.9080 0.9085 0.9920 0.9918 0.9800 0.9788

MM4flow TFS 0.9437 0.9416 0.9685 0.9610 0.8694 0.8650 0.7614 0.7607 0.9777 0.9776 0.9552 0.9524
SFT 0.9734 0.9724 0.9731 0.9676 0.9011 0.8976 0.9111 0.9110 0.9929 0.9926 0.9826 0.9817

* TFS denotes the model Trained From Scratch without pre-trained parameters.
** SFT refers to the model trained by Supervised Fine-Tuning with pre-trained parameters, i.e. MM4flow in other tables and !gures.

Figure 10: The accuracy change during supervised "ne-
tuning and training from scratch on six public datasets.

models exhibit a gradual increase in validation accuracy during the
!rst few training epochs. As illustrated in Figure 10, the TFS model
often fails to reach the accuracy levels achieved by SFT. Experimen-
tal results indicate that pre-trained parameters can signi!cantly
enhance both training e"ciency and identi!cation performance.
Compared to TFS, the validation accuracy during SFT is notably
more stable. This phenomenon can be observed during the !ne-
tuning process on DataCon2020, DataCon2021-p1, and Browser.
It is attributed to the well-optimized pre-trained parameters, which
are converged and stable. The pre-trained parameters can guide the
model toward more accurate parameter updates during !ne-tuning,
so as to avoid sharp performance #uctuations.

5 Discussions
MM4flow is a multi-modal pre-trained model for versatile network
tra"c analysis. Experimental results show that it can achieve higher
accuracy and better generalization.
Higher Accuracy. The e$ective representation of multi-modal in-
formation is the key reason why our approach consistently achieves
high accuracy across various network tra"c analysis tasks. The pay-
load byte stream and packet length sequence re#ect the content and
behavior information of the network #ow, respectively. They both
contain separability information that is bene!cial to downstream
tasks. By uni-modal pre-training and modal fusion, MM4flow can
make full use of these information, thereby enhancing performance.

BetterGeneralization.Comparedwith existingmethods,MM4flow
requires signi!cantly less labeled training data to achieve the same
level of accuracy. The pre-training process enables the model to
learn a generalized representation of network #ow. As a result, dur-
ing the !ne-tuning phase,MM4flow can quickly adapt to speci!c
analysis tasks even with limited labeled data.

There are still some limitations to be addressed as follows:

• The attention mechanism can theoretically handle data of ar-
bitrary length, but it can lead to attention dispersion and even
memory over#ow as the input length increases. This issue is
particularly evident in the payload byte stream modality, and
somewhat restricts the performance of MM4flow.

• High-speed network imposes high throughput requirements on
the model. The inference speed and dependence on dedicated
GPU hardware limits the real-world application of the model.

Future research should focus onmining newmodality of network
#ows, to enable a more comprehensive multi-modal representation.
Moreover, the deployment and real-time analysis of the pre-trained
model remains critical challenges to be addressed.

6 Related Work
Traditional tra"c identi!cation is mainly based on port numbers
[32] and Deep Packet Inspection (DPI) [6, 20, 34, 49]. As network be-
havior has grown complex and encryption techniques have emerged,
their performances have declined. Tra"c identi!cation based on
machine learning and deep learning is currently the mainstream.
Methods Based on Raw Byte Stream. These methods primarily
rely on the packet content. For tra"c identi!cation, supervised
learning is the widely used paradigm, and commonly used deep
learning structures for automatic feature extraction include Con-
volutional Neural Network (CNN) [47, 75, 76, 85, 91], Recurrent
Neural Network (RNN) [40, 41], and Graph Neural Network (GNN)
[84]. Mao et al. [48] and Xiao et al. [78, 79] employed hierarchi-
cal attention networks to jointly learn the high-level presentation
from byte sequence and side-channel features. Besides, many works
[88, 92] also used Transformer structure due to its highly parallel
and robust sequence modeling ability.

In order to leverage large-scale unlabeled data for tra"c represen-
tations, several pre-trained models [27, 29, 43, 73, 93] have been pro-
posed in recent years. PERT proposed by He et al. [29] and ET-BERT
proposed by Lin et al. [43] learn deep contextual datagram-level
representations from unlabeled tra"c data by masked language
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4.6 RQ4: Ablation Study (Modality Importance)
RQ1. Accuracy RQ2. Generalization RQ3. Separability RQ4. Ablation
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models exhibit a gradual increase in validation accuracy during the
!rst few training epochs. As illustrated in Figure 10, the TFS model
often fails to reach the accuracy levels achieved by SFT. Experimen-
tal results indicate that pre-trained parameters can signi!cantly
enhance both training e"ciency and identi!cation performance.
Compared to TFS, the validation accuracy during SFT is notably
more stable. This phenomenon can be observed during the !ne-
tuning process on DataCon2020, DataCon2021-p1, and Browser.
It is attributed to the well-optimized pre-trained parameters, which
are converged and stable. The pre-trained parameters can guide the
model toward more accurate parameter updates during !ne-tuning,
so as to avoid sharp performance #uctuations.

5 Discussions
MM4flow is a multi-modal pre-trained model for versatile network
tra"c analysis. Experimental results show that it can achieve higher
accuracy and better generalization.
Higher Accuracy. The e$ective representation of multi-modal in-
formation is the key reason why our approach consistently achieves
high accuracy across various network tra"c analysis tasks. The pay-
load byte stream and packet length sequence re#ect the content and
behavior information of the network #ow, respectively. They both
contain separability information that is bene!cial to downstream
tasks. By uni-modal pre-training and modal fusion, MM4flow can
make full use of these information, thereby enhancing performance.

BetterGeneralization.Comparedwith existingmethods,MM4flow
requires signi!cantly less labeled training data to achieve the same
level of accuracy. The pre-training process enables the model to
learn a generalized representation of network #ow. As a result, dur-
ing the !ne-tuning phase,MM4flow can quickly adapt to speci!c
analysis tasks even with limited labeled data.

There are still some limitations to be addressed as follows:

• The attention mechanism can theoretically handle data of ar-
bitrary length, but it can lead to attention dispersion and even
memory over#ow as the input length increases. This issue is
particularly evident in the payload byte stream modality, and
somewhat restricts the performance of MM4flow.

• High-speed network imposes high throughput requirements on
the model. The inference speed and dependence on dedicated
GPU hardware limits the real-world application of the model.

Future research should focus onmining newmodality of network
#ows, to enable a more comprehensive multi-modal representation.
Moreover, the deployment and real-time analysis of the pre-trained
model remains critical challenges to be addressed.

6 Related Work
Traditional tra"c identi!cation is mainly based on port numbers
[32] and Deep Packet Inspection (DPI) [6, 20, 34, 49]. As network be-
havior has grown complex and encryption techniques have emerged,
their performances have declined. Tra"c identi!cation based on
machine learning and deep learning is currently the mainstream.
Methods Based on Raw Byte Stream. These methods primarily
rely on the packet content. For tra"c identi!cation, supervised
learning is the widely used paradigm, and commonly used deep
learning structures for automatic feature extraction include Con-
volutional Neural Network (CNN) [47, 75, 76, 85, 91], Recurrent
Neural Network (RNN) [40, 41], and Graph Neural Network (GNN)
[84]. Mao et al. [48] and Xiao et al. [78, 79] employed hierarchi-
cal attention networks to jointly learn the high-level presentation
from byte sequence and side-channel features. Besides, many works
[88, 92] also used Transformer structure due to its highly parallel
and robust sequence modeling ability.

In order to leverage large-scale unlabeled data for tra"c represen-
tations, several pre-trained models [27, 29, 43, 73, 93] have been pro-
posed in recent years. PERT proposed by He et al. [29] and ET-BERT
proposed by Lin et al. [43] learn deep contextual datagram-level
representations from unlabeled tra"c data by masked language
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Multi-modal is better than
uni-modal.
Multi-modal fusion is effective.
SFT is better than TFS.
Pre-training makes learning
stable.
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Conclusion and Takeaways

1 Versatility: First multi-modal pre-trained model handling both Byte Stream and
Transmission Pattern.

2 Scale: Trained on 77.6 TB of real-world traffic (collecting via efficient Zeek plugin).
3 Performance: Solves the ”Encrypted Tunnel” problem where traditional DL models fail.

Future Work

New Modalities: Mining additional flow features for more comprehensive
representation.
Real-time Deployment: Addressing inference speed and hardware dependency
(Transformer overhead) for high-speed networks.
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Discussion: Reviewer’s Opinion
나의생각

Strength: 직관적인연구결과와학교레벨에서수행하기힘든압도적스케일(77TB)
의 실험.
Question: 기존 기술(BERT, Cross-Attention)의 조합임에도 불구하고 Top-tier(CCS)에
게재된 요인은?

명확한문제정의(Encrypted Tunnel)와 이를 해결하기 위한 모달리티 융합의 논리적타당성.
Limitation: TB-scale 데이터셋의다양성은인정하나, 수집 환경(ISP, Campus 등)에
따라 모델의 편향(Bias)이 발생할 수 있음.

해볼만한것 (Future Directions)
Domain Integration: 프로토콜사양서(Spec)를 피쳐 엔지니어링에 반영하여
체계적인 Analyzer로발전.
XAI: 탐지 결과에 대한 설명 및 시각화(Visualization).
Efficiency: 실시간 탐지를 위한 모델 경량화(Distillation).
Adaptation: 네트워크 환경 변화(Concept Drift)에 대응하는 적응형 학습.
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