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Introduction
Time series anomaly detection

Challenges of time series anomaly detection

it is still being determined what the anomalies will be like

Various time series anomaly detection methods

supervised and semi-supervised → it is hard to label the data

unsupervised
reconstruction based → it is challenging to learn a well-reconstructed model for normal data

anomalies are usually rare, so it takes work to get labels

models should consider temporal, multidimensional, and non-stationary features for time series data

contrastive representative learning
need to be explored in the time-series anomaly detection area



Overview

Key idea

normal time series points have strong correlations with other points (the anomalies do not)

Introduction

DCdetecor

Dual attention Contrastive representation learning anomaly detector

contrastive structure with two branches and a dual attention module, and two branches share weights
Patch-wise representation
In-patch representation

model is trained based on the similarity of two branches

utilizes patching-based attention networks, multi-scale design, channel independence design

if normal and abnormal points’ representations are distinguishable, we can detect anomalies
without reconstruction model

Learning consistent representations for anomalies from different views will be hard



Related Work
Related work
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Related Work

Contrastive Representation Learning

Time Series Anomaly Detection

Statistical method
Machine learning method

clustering, density-based, classification
Deep learning method

RNNs(LSTM), GANs, deep reinforcement learning

DCdetector is free from negative samples

Classical contrastive models create <positive, negative> sample pairs to learn a representation

Supervised methods
Unsupervised methods
reconstruction approach

Self-supervised learning



Methodology
Overall Architecture
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Anomaly Criterion
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Methodology

anomalies have less connection or interaction with the whole series than their adjacent points



Methodology
Anomaly Transformer



Methodology

leverages the designed contrastive learning-based dual-branch attention for discrepancy learning of
anomalies in different views to enlarge the differences between anomalies and normal points



Forward Process

normalized by an instance normalization module

Methodology

The inputs to the instance normalization all come from the
independent channels

the multivariate time series input is considered as a single time series
and divided into patches

reduce parameter numbers and overfitting issues

Forward Process



input time series                 are patched as

Dual Attention Contrastive Structure

It learns the representation of inputs in different views
Patch-wise representation
In-patch representation

Methodology

its basic setting is similar to the contrastive methods only using
positive samples

share the same self-attention network

P is the size of patches and N is the number of patches

fuse the channel information with the batch dimension
→ 



embedded operation will be applied in the patch_size (P) dimension →
(패치 안에 있는 P개의 값들을 하나의 벡터 표현으로 압축)

Dual Attention Contrastive Structure - Patch-wise

a single patch is considered as a unit

Methodology

 the dependencies among patches are modeled by a multi-head self-attention network

input shape: N x P

WQi, WKi는 patch-wise와 in-patch에서 동일



embedded operation will be applied in the patch_number (N) dimension →
(이 위치의 포인트가 여러 패치에 걸쳐 어떻게 나타나는지를 요약)

Dual Attention Contrastive Structure - In-patch

Methodology

the dependencies of points in the same patch are gained by a multi-head self-attention network

input shape: P x N

WQi, WKi는 patch-wise와 in-patch에서 동일



For the patch-wise branch, repeating is done inside patches for up-sampling
(패치 단위 결과를 패치 안의 P개 포인트로 반복)

Dual Attention Contrastive Structure - Up-sampling

Methodology

in-patch attention ignores the relevance among patches

patch-wise attention ignores the relevance among points in a patch

Patch-wise

In-patch

For the in-patch branch, repeating is done from "one" patch to a full number of patches
(포인트 관계 결과를 N개의 패치에 반복)



The final representation concatenates results in different scales (i.e., patch sizes)

Dual Attention Contrastive Structure

Methodology

patching and repeating up-sampling operations inevitably lead to information loss

Patch-wise and in-patch branches output representations of the same input time series
in two different views

Multi-scale design

Contrastive Structure

normal points can maintain their representation under permutations while the anomalies can not
→ learn permutation invariant representation

patch-wise in-patch



Representation Discrepancy

Methodology

formalize a loss function based on KL divergence to measure the similarity of such two representations

Total Lossin-patch patch-wise

Stop-gradient (labeled as ’Stopgrad’) operation is also used in loss function

Loss Function

Model Collapse

with only single-type inputs, DCdetector does not fall into a trivial solution (model collapse)

DCdetector still works without stop gradient operation

→ two branches are totally asymmetric



Anomaly Criterion

Methodology

the distances of representation results from different views for normal points are less than anomalies

It is a point-wise anomaly score, and anomalies result in higher scores than normal points
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Experiment

SMD(Server Machine Dataset, Su et al. (2019))
PSM (Pooled Server Metrics, Abdulaal et al. (2021))
MSL (Mars Science Laboratory rover)
SMAP (Soil Moisture Active Passive satellite)
SWaT (Secure Water Treatment, Mathur & Tippenhauer (2016))

Benchmark Datasets

8 benchmark dataset

NIPS-TS-SWAN
NIPS-TS-GECCO
UCR (univariate)



Experiment

Reconstruction-based
AutoEncoder, LSTM-VAE, OmniAnomaly, BeatGan, InterFusion, Anomaly Transformer

Baselines

26 baseline

Autoregression-based
VAR, Autoregression, LSTN-RNN, LSTM, CL-MPPCA

Density-estimation
LOF, MPPCACD, DACMM

Clustering-based
Deep-SVDD, THOC, ITAD

Classic Methods
OCSVM, OCSVM-based subsequence clustering, IForest, IForest-based subsequence clustering,
Gradient boosting regression 

Change point detection and time series segmentation
BOCPD, U-Time, TS-CP2



Experiment

various evaluation criteria, including the commonly-used evaluation measures:
accuracy, precision, recall, F1-score

Evaluation Criteria

affiliation precision/recall
the distance between ground truth and prediction events

Volume under the surface (VUS)
takes anomaly events into consideration based on ROC curve



Experiment

Encoder Layer = 3

channel number of hidden states = 256

Number of head = 1

threshold δ = 1

various patch size and window size

Optimizer = Adam(lr = 1e-4)

Epoch = 3 for all datasets

Batch = 128

Implementation details



Experiment
Main Results



Experiment
Main Results



Experiment
Model Analysis - ablation studies



Experiment
Model Analysis - visual analysis



Experiment
Model Analysis - parameter sensitivity

robust with a wide range of window sizes (from 30 to 210)

the multi-scale design contributes to the final performance, and different patch-size combinations
lead to different performances

DCdetector achieves the best performance with a small attention head number and d_model size



Conclusion
Conclusion
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Conclusion

contrastive learning-based dual-branch attention structure → permutation invariant representation

multiscale and channel independence patching

pure contrastive loss function without reconstruction error
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